We present Predictable Random Backoff (PRB) algorithm that is capable of mitigating the impacts of selfish hosts on well-behaved hosts in wireless local area networks (WLAN) and mobile ad hoc networks (MANETs). Here, hosts fail to follow the operation of PRB are easily detected. We present an accurate analytical model to compute the system throughput using a three-dimensional Markov chain and evaluate the performance of PRB under both normal case and selfish case. PRB and BEB (Binary Exponential Backoff) perform similarly in the former case. However, PRB can effectively mitigate the impacts of MAC selfish misbehavior and guarantee a fair share of the wireless channel for well behaved hosts.
INTRODUCTION
Host misbehaviors in MANET can be classified into two categories; namely, selfish misbehavior [3] and malicious misbehavior [5] . A selfish host can deliberately misuse the MAC protocol to gain more network resources than well-behaved hosts. The node can benefit from this behavior by: (1) obtaining a large portion of channel capacity (hence improved Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. throughput); (2) reduced power consumption; (3) improved quality of service, e.g. low network latency. For example, IEEE 802.11 requires hosts competing for the channel to wait for backoff interval [3] before any transmissions. A selfish host may choose to wait for a smaller backoff interval, thereby increasing its chance of accessing the channel and hence reducing the throughput share received by wellbehaved stations. The authors of [3] showed that such selfish misbehavior can seriously degrade the performance of the network and accordingly they proposed some modifications for the protocol (e.g., by allowing the receiver to assign backoff values rather than the sender) to detect and penalize misbehaving nodes. Similarly, the authors of [4] addressed the same problem and proposed a system, DOMINO, to detect greedy misbehavior in IEEE 802.11.
In order to mitigate the impact of selfish nodes on network performance, we proposed an adaptive and predictable algorithm PRB (Predictable Random Backoff) that is based on minor modifications of the IEEE 802.11 BEB (Binary Exponential Backoff) [2] , as explained in the subsequent sections. The contributions of this paper are to develop an accurate analytical model in order to evaluate the performance of PRB by employing a three dimensional Markov chain analysis. We consider in our study the performance of PRB under two cases; namely, the normal behavior and the selfish behavior.
PREDICTABLE RANDOM BACKOFF
PRB operates as follows: initially, a node with a data packet to transmit randomly chooses a cwi from [0, CWmin]. Upon a successful data transmission, if both cwi and α l ×cwi are less than CW thresh 1 , a lower bound of CW for the next cwi+1 selection will be assigned as CW
In case cwi is selected as 0, CW lb is set to a specified value CW spec lb . Otherwise, CW lb will be set to a default value 2 . Therefore, the node needs to select cwi+1 from [CW 
MODELING AND ANALYSIS

Normal Case
Analysis of BEB
We briefly present the model developed by Bianchi for BEB [1] . Let b(x) be the stochastic process representing the backoff time counter for a given station. W is the contention window size, which is defined as Wi = 2 i W0. Let the initial contention window be the value of W0 = CWmin and maximum backoff stage be the value of Wm = CWmax 3 . Let s(x) be the stochastic process representing the backoff stage (0, ..., m) of the station at time x. Denoted p as the conditional collision probability which is constant and independent regardless of the number of retransmissions incurred. The system can be modeled as a dimensional process {s(x), b(x)} with the discrete time Markov chain. The probability τ that a station transmits in a randomly chosen slot time (access probability) is given by: ]. And we define Mj = 2 j as the lower bound of a particular contention window at stage j. Let Mt = 2 t = Wt/α l be the maximum lower bound stage. With these, we obtain a three dimensional stochastic process {l(x), s(x), b(x)} to model the protocol behavior as a discrete time Markov chain. In the Markov chain, the only non-null one step transition probabilities are given by:
Analysis of PRB
where the corresponding ranges for j, i, k are given by:
be the stationary distribution of the chain. In the presence of a failed transmission, BEB and PRB behave similarly:
We derive the functions for b 0,i,k , where
Next, we consider the case when t ≥ j > 0. First, we can derive the relation between b1,0,W 0 −1 and b0,0,0:
Next, we can obtain the relation between b1,0,0 and b1,0,W 0 −1:
From (7) and (8), we can easily write:
As we can see in (7) and (8), a new random backoff counter is re-selected from the range
. Therefore this reduces the chance that a station keeps on selecting smaller cw. Next, note that when the system reaches a state where k = M1 − 1, it will continue on changing states with a probability of 1 until k = 1. Hence, we have b1,1,
Next we consider the transitions between bj−1,i,0 and b j,0,k :
By using the relations from (7) to (10), we write:
Next, according to the Markov chain regularities, for each
Unlike BEB, when 0 ≤ k < Mj − 1, b j,i,k always gets a single input from bj,i,M j −1 which means PRB eliminates the chance that a stage b j,0,k (k < Mj −1) to be directly selected from bj−1,i,0. Clearly, it is not trivial to obtain a closed-form expression for b j,i,k . Hence, we solve the system throughput model via numerical simulations based on Matlab.
From (12) and (13), we can express b j,i,k into a function of two variables b0,0,0 and p. From the normalization condition
Single Station Transmission Probability: Now we can express the probability τ that a station transmits in a randomly selected time slot: once the backoff time counter reaches 0 (i.e., k = 0) a transmission will start regardless of the backoff stage (∀i) and lower bound (∀j):
Then p is the probability that at least one station transmits in the same time slot (i.e., collision) which is (16):
Finally, the functions (15) and (16) represent a nonlinear system with two unknown variables τ and p. It can be proven that this system has a unique solution.
Total Network Throughput Model: Here we present the total network throughput model for both BEB and PRB.
Hence, the expression for the system throughput Γ is given by (17). Ptr is the probability that there is at least one transmission in a considered time slot. Ps is the probability that a transmission is successful defined by the probability that exactly one station transmits on the channel. E[P L] is the average packet payload size. To is the duration of an empty slot time. Ts is the average time the channel is sensed busy for a successful transmission. T f is the average time the channel is sensed busy for a failed transmission. Note that, the difference between BEB and PRB is the transmission probability τ which is defined by (1) and (15) respectively.
Individual Node Throughput Model: The throughput Ω(v) of an individual station v is:
Some notations are defined as: the probability that a station v successfully transmits during a slot is given by U s v = τv Q n q=1,q =v (1−τq); the sum of the probabilities of successful transmissions for all stations U s = P n v=1 U s v ; the probability that the channel is idle is given by U o = Q n v=1 (1 − τv) ; the probability that collisions occur is given by
Attack Case
In Section 3.1, the presented models for BEB and PRB are under the assumption of a saturated channel. Since the objective of a selfish station is to maximize its own throughput, it will always tend to use the full channel capacity (i.e., the system will operate at the saturation point).
• Analysis of BEB. From Equation (1) 
where W γ 0 represents γWmin and ps is the collision probability for a selfish node. Another example is that a selfish node selects Wmin = Wmax = Ws, where Ws is the contention window specified by the selfish node. The transmission probability of a selfish node is: τBEB s = 2(1−2ps ) (1−2ps )(Ws+1)+psWs (1−(2ps ) i ) . In the case that a selfish node always assigns CWmax to CWmin which can be specified by W β , there will be no backoff (i = 0) and τBEB s can be simplified as:
. Clearly a selfish node has more chance to access the channel than in normal case. Moreover, the access probability for a well-behaved node is: τBEB w = 2(1−2pw ) (1−2pw )(W 0 +1)+pwW 0 (1−(2pw ) i ) , where pw = 1 − (1 − τw) n−ns−1 (1 − τw) ns and ns is the number of selfish stations.
• Analysis of PRB. We can model selfish attack strategies by manipulating (5), (11) 
Equations (19) and (20) account for the facts that a selfish station selects Ws larger than Mt but smaller than the standard value CWmin. If a selfish station selects Ws smaller than Mt, it has to increase its lower bound upon a successful transmission with probability 1 instead of
which is less than or equal to 1. Clearly, in PRB a selfish station selecting smaller cw will experience more states to transit back to state b0,0,0 whereas in BEB it transits to b0,0,0 immediately upon a successful transmission.
PERFORMANCE ANALYSIS
Model Validation
Now we compare the numerical (Matlab) and simulation results (NS-2) under both basic and four-way handshaking mechanism. For this purpose, we consider an ad hoc network with ns = 1 selfish station out of n stations, where n stations are randomly generated in a 100m × 100m area and each station is within the transmission range of the others. The NS-2 simulated stations have a buffer size of 64 packets. In Figure 1 , we present the total network throughput of BEB (designated as "BEB") and PRB (designated as "PRB") under the normal case, i.e., no selfish attack. The model results (designated as "Mod") are quite close to simulation results (designated as "Sim"). Clearly, from the two figures PRB is comparable to BEB and performs even slightly better than BEB under both basic access and RTS/CTS handshaking scheme. This is due to the fact, a well-behaved station will not continuously choose smaller cw; thus few times increment of CW will not cause performance degradation. Moreover, as a station under PRB can not always capture the channel by choosing smaller cw, this allows other stations to have more chance to access the channel. Thus increasing the fairness between each station as well as improving the throughput by reducing the collision probabilities.
Efficiency of PRB
In this section, we evaluate the efficiency of our proposed algorithm PRB in mitigating the negative effects that the manipulation of cw could cause on well-behaved hosts. We compare the performance of BEB and PRB based on two different scenarios: 1) normal case; 2) attack case 6 . Figure 2 plots the normalized network throughput for BEB and PRB when varying Wt (Figure 2(a) ) and α l (Figure 2(b) ) under normal case. It is clear that BEB and PRB have similar network throughput when using different PRB parameters. In PRB, CW lb is used to prevent a node from selecting smaller cw upon successful transmission; whereas a well-behaved node will have little chance to continuously choose smaller cw by accident. The figures clearly shows a comparable network throughput between BEB and PRB under the no attack scenario. Moreover, as the number of flows increases, there is a rapid decrease in the normalized throughput. This is because more collisions will happen as the network environment becomes more congested, i.e., when more data flows join the network.
Normal Case
Attack Case
Without loss of generality, we assume a selfish station that tries to capture the channel by selecting smaller cw from [0, γCWmin] (0 ≤ γ < 1). In PRB, as the selfish station intends to avoid quick and easy detection as explained in [2] , it has to increase the lower bound if it selects a cw less than the threshold upon a successful transmission. We consider the worst case for PRB, that is, a selfish station will always choose a cw equals to the current lower bound. Figure 3 compares the throughput obtained by a selfish flow (designated as "Selfish") and a well-behaved flow (designated as "Normal") using our proposed PRB with that obtained using IEEE 802.11 BEB when varying misbehavior coefficient γ, i.e., γ equals to 0.2 and 0.6 respectively. For convenience, the figures also show the total network throughput when using both schemes. As seen from Figure 3(a) , when γ = 0.2 corresponding to Ws = 6, the throughput for a selfish flow has dramatically decreased by 60% (from 53% to 24%) when the number of stations is 5 and when PRB is used. As the number of stations increases, PRB still performs better than BEB. Similar results can be obtained from 3(b) . When the misbehavior is not very severe, i.e., γ = 0.6 (which corresponds to CWmin = 19) for a selfish station, the throughput of a selfish flow is slightly lower than a normal flow indicating the fairness index 7 is close to 1. Moreover, in terms of the total network throughput (designated as "Total"), PRB slightly outperforms BEB by 4% (γ = 0.2) and 6% (γ = 0.6). Figure 4 shows the throughput analysis for PRB when varying the threshold Wt and the increment factor α l (α l > 1). As shown in Figure 4(a) , the throughput for a selfish flow is continuously decreasing as Wt increases. This is because, a selfish station needs to experience more states before reset to [0, CWmin] with higher Wt. For example, when Wt = 4, the throughput for a selfish flow is 0.56 whereas the throughput is 0.24 when Wt = 32. This is due to the fact that a selfish node can still obtain more channel bandwidth by selecting a value equal to the threshold if Wt is defined to smaller. Therefore, Wt is required to choose a relatively larger value. Similarly, as shown in Figure 4 (b), 7 Jain's fairness index is given by:
, where N is the number of flows and Ti is the throughput of a flow i. FJ is equal to 1 when all the flows equally share the channel capacity, and is equal to 1/N when a single flow occupies the full bandwidth. the throughput for a selfish flow is continuously decreasing as α l decreases. For example, when α l = 8, the throughput for a selfish flow is 0.46 whereas it is 0.24 when α l = 2. This is due to the fact that, given a fixed threshold Wt, smaller α l requires a node to experience more lower bound stages than a larger α l which may result in a lower bound reaching the threshold (Wt) too fast. Figure 5 compares the fairness index between BEB and PRB as a function of the number of stations when selecting the misbehavior coefficient γ as 0.1, 0.4 and 0.7 respectively. As seen from the figure, when γ = 0.1 (i.e., a severe attack), the fairness index for BEB varies from the range (0.1, 0.3). However, the fairness index of PRB is quite close to 1. As we increase γ, a selfish node will behave more normally resulting in a significantly increased fairness index, e.g., FJ = 0.78 when γ = 0.4 and n = 5 for BEB. Note that PRB still maintains a fairness index close to 1 in this case. Furthermore, as γ equals to 0.7 corresponding to Ws = 22 (close to normal case), FJ for both BEB and PRB are close to 1. Moreover, it is clear that FJ is increasing as the number of stations increases. This is due to the fact that, as more flows join in the network, both selfish and normal flows will face more collisions. This causes selfish flows to backoff more frequently than in a less congested envrionment, causing other wellbehaved flows to have more chance to access the channel (as the number of well-behaved stations are much larger than selfish stations, e.g., ns = 1 in this figure). Hence, there is an increase in the overall throughput for well-behaved flows.
CONCLUSION AND FUTURE WORK
We presented Predictable Random Backoff (PRB) that is capable of reducing the impacts of selfish hosts on the wellbehaved hosts and evaluated PRB via a three-dimensional Markov chain model in order to derive the system throughout. Via simulation and numerical results, we showed the accuracy of the model. We have also shown that PRB has 
